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Delegations will find attached the above-mentioned report. It is also available on the website of

Eurojust.
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https://www.eurojust.europa.eu/publication/effect-court-justice-european-union-case-law-national-data-retention-regimes-judicial-cooperation
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Several respondents indicated that the CJEU rulings have had an impact on the availability of
data in their Member State for the purpose of criminal investigations. Different aspects of the
rulings (limitations to types of data retained, authorising judicial authority for access, crime
categoriesrequired for access and data retention periods) were mentioned as the reason for the
unavailability of data. The following examples were provided:

— In Ireland, since the new regulations restrict retention of traffic and location data to a

specificsignificant need (national security) that cannot always be determined or defined,
thereislessdataavailable.

— In Italy, an impact on the availability of data is noticeable since access to data is now
restricted to certain crimes.

— There have been instances where Slovak courts did not accept the motion of a prosecutor
to issue an order to obtain data. Moreover, dataretained for business purposes by service
providersis often only kept for ashort time period, sothat itis not available.

— In France, the number of requests for access sent to service providers dropped
significantly after the Court of Cassation rulings (see below).

— In Cyprus, following a ruling of the Supreme Court, the police can have access to IP
addresses, butnot toany telecommunication data from telephones.

— Shortdataretention periods in Sweden have affected the availability oflocation data. Such
dataisneeded to match with a suspect’s smartphone in cases where decrypted messages
from EncroChat and Sky ECC (*!) are used as evidence.

In Germany, the absence of a data retention regime has also affected the availability of data for
criminal investigations (32).

In most Member States, it is possible and permitted to use data that has been stored
legitimately by service providers for their own purposes for criminal investigation purposes,
as long as it is obtained following the procedural requirements prescribed by law. Four
respondents replied that this would not be possible in their Member State (BG, CY, PL, SE).
Although the type of data available might be limited or partially different from the data required
by law enforcementin aninvestigation, the use of such data could providea practical solution to
the unavailability of data in some cases. On the contrary, as observed by one respondent (RO), the
data processed (for business or other purposes) may vary from one provider to another. As a
result, in some cases, this data is not useful for criminal investigations. Moreover, the absence of
a data retention regime can cause a lot of uncertainty among service providers as to what data
could still be gathered and provided to the authorities, as was observed in Belgium, in the period
between the annulment ofthe previouslaw and the entry into force of the new law.

Two respondents mentioned that investigations have already been discontinued because of the
unavailability of data (IE, SK).

(1) Encrypted communication platforms used by criminals.
(34) Thisis irrespective of the CJEU rulings, as there has been no mandatory data retention in force in Germany since
2008,
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As was already noticeable soon after the CJEU ruling in Joined Cases C-203/15 and C-698/15,
Tele2 Sverige and Watson, the impact of the case-law of the CJEU has been mostly visible and
continued to be visible in the context of assessing the admissibility of evidence in court (court
of first instance, appellate court, supremecourt or appeal of convictions). Several Member States
have reported on court rulings in which the admissibility of the data gathered in a case was
assessed.

In Belgium, courts have practically unanimously adopted the same reasoning when confronted
with a claim that the evidence was collected illegally under the previouslaw (*?). National courts
have found that there is no breach of the law that prescribes the limited instances in which
irregularly obtained evidence needstobe declared null and void. Moreover, when assessing the
admissibility ofillegally obtained evidence in light of Articles 6 European Convention on Human
Rights and 14 International Covenant on Civil and Political Rights, courts have found that there
has not been a violation of the right to a fair trial. In the courts’ views, the defendant had been
given the opportunity to comment effectively on the information and evidence gathered.
Moreover, the data gathered did notrelatetoan area of which the judges have no knowledge,and
this data did not have a decisive impact on the assessment of the facts. Based on these
considerations, courts have ruled that the telecommunications data requested from service
providers should not be excluded from the evidence. The same applies to the evidence based on
thistelecommunicationsdata. Itisworth mentioning herethat,in the context ofthe Sky ECC spin-
off cases that are currently being prosecuted, the defence continually tries to challenge the
admissibility ofthe telecommunications data. The Court of Cassation has already upheld the first
judgments ofthe court of appeal, but many more cases will undoubtedly follow. In addition, the
defence has already announced their plans to bring these cases before the European Court of
Human Rights.

In France, the Court of Cassation hasruled on the admissibility of data retained in contravention
of the terms of the CJEU (*%). According tothe CJEU, any national court ruling on the admissibility
related to accessto traffic and location data will have to verify that the facts involved constitute
serious crime and that the quick-freeze of and access to the traffic and location data were
necessary and proportionate to the prosecution of the offences concerned. Insofar as no prior
review by an independent court or administrative body is envisaged (orders by a prosecutor in
the context of preliminary investigations or flagrante delicto), a court only nee ds to decide on the
exclusion of the evidence if the person affected can demonstrate an unjustified interference of
their privacy. Thisisnot the case when, inlight of the seriousness of the offence and the needs of
the investigation, access to connection data appearstobe justified.

In Spain, several judgments have been delivered by the Supreme Court (**) mentioning the
doctrine established by the CJEU and concluding that Spanish legislation providesfor enough and
adequate safeguards toensure that access to datais only possible under the required conditions,
so that the right to privacy and the right to data protection are preserved.It seems, however, that
the question of whether this data has been retained under a general retention regime has not
been considered in depth.

(33) Constitutional Court ruling of 22 April 2021 and Court of Cassation rulings of 11 January 2022 (P.21.1245.N),
25 January 2022 (P.21.1353.N), 29 March 2022 (P.22.0078.N) and 29 March 2022 (P.21.1422.N).
(%) TFourrulings ofthe French Court of Cassation of 12 July 2022.
(35) Rulings of the Spanish Supreme Court of 23 March 2020 (Case No 727/2020) and 19 October 2022 (Case
No 824/22).
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E EUROJUST Type here the Document’s Tide [E! Reference]

Member State country codes

BE | Belghhm
BG | Bulgaria
CZ | Czechia
DK | Denmark
DE | Germany
Estonla
IE | Ireland
EL | fireece
ES | Spam
FR | France
HR | Croata
IT | Italy
CY | Cyprus
LV | Latvia
LT | Lithmania
LU | Luxembourg
HU | Hungary
MT | Malta
NL | Netherlands
AT | Austria
PL | Poland
PT | Partugal
RO | Romania
Sl Slovenia
SK | Slovakia
Fl Finlan:d
SE | Sweden
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